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Lecture 9: Secure Computation against Semi-Honest Adversaries
Lecturer: Nir Bitansky

1 Previously on Foundations of Crypto

We stated the GMW theorem regarding the existence of secure computation protocols for arbitrary functions.
We also discussed the GMW reduction from general adversaries to semi-honest adversaries that follow the
protocol, and just try to gain information on honest parties.

2 Protocols against Semi-Honest Adversaries

Today we’ll construct protocols against semi-honest adversaries. By now, there are several known ways of
doing this, with different advantages. We’ll start from the GMW construction. We will focus on the case of
two parties, which already conveys the main underlying ideas (we will hint how to generalize these ideas in
the homework).

A Warmup: Computing Functions with Short Inputs using Oblivious Transfer. Consider the
restricted case where Bob’s input is short b € {0, 1}* for k = O(logn). Alice’s input a € {0, 1}" may not be
short. They would like to compute a deterministic function f(a,b) € {L} x {0,1}, where only Bob gets an
output. We often refer to Bob as the receiver and Alice as the sender. Designing a semi-honest protocol for
this task means that the protocol is correct and satisfies the following privacy requirement:

e There exists a PPT simulator SIM 4 such that

{VIEW4(A(a), B(b))},,, ~c {SIMa(a)},, EI

where (A(a), B(b)) denotes an interaction between A and B with corresponding inputs a,b, and
VIEW 4 includes a, the randomness of A, and all messages received from b in an interaction.

e There exists a PPT simulator SIMpg such that

{VIEWg(A(a), B(0)},, e {STMp(b, f(a,0))}, -

We will achieve this using a tool called oblivious transfer (OT). In a (1,t)-OT protocol, a sender S holds
t bits o1, ...,0: and a receiver R holds a choice i € [t]. The goal is for the receiver to learn o;, but gain no
information on any o, for j # i. The sender should not learn anything about the receiver choice. Formally,
it is just a secure computation protocol for the function

((0’1, A ,O't), Z) — (J_,O'i) .
Let’s spell out the security definition for the case of semi-honest adversaries.

Definition 2.1 (Semi-Honest Security for OT). A (1,¢)-OT protocol (S, R) is secure against semi-honest
corruptions if

e Receiver Privacy: There exists a PPT simulator SIMg such that

(VIEWSs(S(01,-..,00), R(i))} 5.~ {STMs(01,....00)}5, -

IFormally, this indistinguishability has to hold even given the honest party’s output f(a,b). Since f is deterministic and a
and b are fixed (and not changed by the adversary), the above definition is equivalent.
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e Sender Privacy: There exists a PPT simulator SIMpg such that
{VIEWgR(S(01,...,01), R(7)) P {SIMR(i,ai)}E,i .
We can immediately see the connection between OT and secure computation with (even just one out of
two) short inputs.
Claim 2.2. Let k = O(logn), then (1,2%)-OT implies secure computation for any (efficient) function
f:{0,1}" x {0, 1}F — {1} x {0,1} .
Proof Sketch. A transforms its input a € {0,1}" into the truth table of the function f(a,-):

(0'17"'70'2’C |Uj :f(avj)) s

where j is interpreted as a string in {0,1}*. B’s input b € {0, 1}* is interpreted as an integer b € [2].
They run the OT protocol with the above inputs. The correctness and privacy requirements follow readily
(make sure you see why). O

An OT protocol from Trapdoor Permutations [EGL82]. We now show a simple construction of a
semi-honest (1,t)-OT protocol. Let (G, F, F~!) be a TDP mapping {0, 1}" to {0,1}" with a (deterministic)
hardcore bit B : {0,1}™ — {0,1}. Consider the following protocol:

(S(o1,...,00), R(4)):
e S samples keys (sk,pk) < G(1™), and sends pk to R.

e R samples at random y1,...,Yi—1,Yit1,---,Y: < {0,1}"™. The missing image y; is sampled together
with a preimage, i.e. y; = Fpp(x;) for ; < {0,1}". All images y1, ...,y are sent to S.
e S then uses the trapdoor sk to recover x1,...,z; where z; = F;kl (y;). It then sends R

B(x1)®o1,...,B(xy) oy .

e R computes B(z;) and recovers o;.
Claim 2.3. The protocol is correct and private.

Proof Sketch. Correctness follows readily. We focus on privacy.
We show how to simulate each of the parties:

e SIMg(o1,...,0¢): simulates R’s message y1,...,¥y: by simply sampling them at random from {0, 1}".
The rest of the view is sampled honestly. Here the simulation is perfect.

o SIMg(i,o;): samples (sk,pk), throws away sk, and uses pk to simulate the first sender message. It
then samples 1, ...,y just like the honest receiver. To simulate the last sender message cq,...,¢ it
samples ¢1,...,¢i—1,Cit1,- .., ¢ uniformly at random, and sets ¢; = B(x;) ® 0;. Here the validity of
simulation is shown based on the pseudorandomness of

B(F'(y1)), ..., BIF ™ (yi-1))s B(F " (yig1))s - - -, BF () -

O

Remark: Note that the above protocol is completely insecure in the presence of malicious parties. In
fact, the protocol is insecure even for adversaries that behave completely honestly, except for choosing their
randomness maliciously, which demonstrates the necessity of the coin-tossing-into-the-well step that we saw
last lecture as part of the GMW compiler.
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Dealing with Arbitrary Functions. We would now like to show how to construct semi-honest protocols
for arbitrary (efficient) functions. We will focus on Boolean functions f : {0,1}" x {0,1}" — L x {0,1}
where one party gets an output. This is actually sufficient for computing functions where both parties get
the output, as well as functions with long outputs, by repeating the protocol as needed (formally, there are
some natural conditions on simulators that need to hold, whicih our protocol will satisfy).

The basic idea is that any efficient function f(a,b), where now a,b € {0,1}" can be represented as a
composition of functions with small inputs. Specifically, we can represent it as a boolean circuit over some
universal set of gates, e.g. {®,A}. From hereon we will directly think of f as such a boolean circuit.

We would now like to reduce the secure computation of f to securely computing each one of its gates.
We already have a protocol for computing any specific gate. However, we cannot naively use this protocol
to compute f. Why? If we did, the parties would in particular learn intermediate values the computation
of f, which they’re not supposed to learn.

Solution: Computing Over Secret Shares. Roughly speaking, the idea behind the solution is to split
the actual computation, consisting of all intermediate wire values, v1, ..., vy into two shares x1,...,z 7 and
Y1,---,Y|f so that each of the shares individually leaks no information (it is completely random), whereas
any two shares x; and y; together allow to recover v;. Our goal will be to augment the computation so that
A only learns the x shares and B only learns the y shares. Eventually, they will only exchange the shares
for the output of the function, which they’re supposed to learn.

Figure 1: The original circuit computation is shared between A and B. The value v,, at each wire w is
split into random shares x,,, ¥, which are held by A, B respectively, and v, = Ty D Y-

Specifically, the secret shares for any bit value v will be two random bits  and y subject to v = x @ y.
We will augment every gate g(a, b) into a new randomized function §((zq, xp), (Yo, v)) = (z, y)ﬂwhich given
two inputs representing shares of a and b, outputs two new shares x and y, which are random subject to
2@y =g(Zq DB Ya,To B yp), which if everything was done correctly would be equal to g(a,b).

Protocol (4, B) for computing a circuit f:

1. Input Sharing: Let a € {0,1}" and b € {0,1}" be the inputs.

e A samples at random z, < {0,1}", stores it, and sends y, = a ® z, to B.
e B samples at random y;, < {0,1}", stores it, and sends z, = b ® y;, to A.
2. Gate by Gate Computation: We assume w.l.o.g that the circuit computing f is layered, meaning

that the input wires for gates at layer ¢ are the output wires of gates in layer £ — 1. The computation
proceeds layer by layer. Initially, the two parties A and B hold shares x,, and y,,, respectively, for each

2We will actually implement § through the computation of a deterministic function.
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input wire w. For each ¢, having computed shares for all input wires at layer ¢, they compute shares
for the layer’s output wires. Specifically, for each gate g(-,-) with input wires «, 5 and output wire ~:

e A holds z,,zp € {0,1} and B holds y,,ys € {0,1}.

e To obtain shares z, and y., the parties do the following:
— A samples z, < {0, 1}.
— The two parties compute the function

9((xar x5, 2), (Yas yp)) = (L yy) where yy =2y @ g(Ta D Yar 25 D yp)

using the previously described protocol for functions with short input (indeed here inputs
consist only of a few bits).

3. Output Reconstruction: At the end of the protocol A and B hold shares x, and y, for the output
wire 0. A sends z, to B who recovers the output x, & y,.

Claim 2.4. The protocol is correct and private.

Proof Sketch. Correctness follows by construction.
We show how to simulate each of the parties:

e SIMa(a): Samples random values z,, for every wire w. For each gate g with input wires «, 8 and
output wire +y, run the sender simulator SIMg(zq,zg, zy), to simulate the messages in the § protocols.

e SIMp(b, f(a,b)): Samples random values y,, for every wire w. For the output wire o, it samples
ZTo = Yo ® f(a,b). For each gate g with input wires «, 8 and output wire ~, run the receiver simulator
SIMg((Ya,yp), y) to simulate the messages in the § protocols.

To see that the simulation is valid, first note that putting aside the messages in the § protocols, the view
of either party in the real protocol is identically distributed as it simulated view. Thus, to show that
indistinguishability of the full views holds, it is enough to show indistinguishability for any fixing of all
inputs for the g protocols. This is shown by a hybrid argument, where we gradually change every real g
messages, to simulated messages. (It’s worth taking the time to yourself to spell out this argument.) O

Remarks:

1. The Original GMW Construction. The GMW construction is based on the above ideas, but is
actually described differently. Specifically we consider the specific universal set of gates {4, x mod 2}.
One benefit of this representation is that we only need to run a protocol for each multiplication gate
x, and not for + gates (try to think why). Another benefit is that this representation admits a rather
natural generalization to the m-party case (we will explore this in the homework).

2. Composition. In the above protocol, we encountered a common phenomena in general protocol
design — to construct a protocol for the function f, we used a subroutine a protocol for a function
g. A useful approach that could greatly simplify both the design and analysis is to prove general
composition theorems, which roughly say — if you can construct a protocol @9 for f using an ideal
trusted party for g, and you can construct a protocol T for g, then you get a secure protocol w™ for
f- Indeed, such composition theorems can be proved, but exhibit various subtleties that mostly have
to do with how exactly the protocols are composed (in particular, there turns out to be an essential
difference between composing protocols sequentially and composing protocols concurrently).
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3 Garbled Circuits

One caveat of the GMW protocol is that it involves many rounds of interaction — as we described it, at
least as the number of gates in f, but it can in fact be reduced to the depth of the circuit f, by handling
in parallel all gates in a single layer. We will now discuss an alternative approach to two-party computation
known as Yao’s garbled circuit. This approach will give rise to constant-round secure computation, and will
in fact be useful beyond the setting of secure computation.

Informally, a garbling scheme takes a circuit and an input (f,x) and encodes them into ( f , &) so that:

1. (f,#) can be used to compute f(z), but don’t reveal any other information on z.
2. Computing (f,x) — (f, Z) is in some sense simpler than computing (f, z) — f(x).

There are several ways of formalizing the above two requirements and we will choose a specific one sufficient
for our purposes.

Definition 3.1 (Garbling Scheme). A garbling scheme consists of three algorithms (CEnc, I Enc, Eval)
satisfying the following:

e Syntax:

— CEncsi(f) takes a secret key sk and a circuit f, and outputs an encoding f
— IEncg(

x) takes a secret key sk and an input x, and outputs an encoding &.
— Eval(f, Z) takes as input encodings f and T and outputs a value y.

e Correctness: for any f,x, and sk,

f < CEncy,(f)
& + IEncg,(x)

|
—

Pr |Eval(f, &) = f(x)

e (Input) Privacy: there exists a PPT simulator SIM such that

X k{0, 1}"
fa‘i fHCEncsk(f) e {SIM(faf(x)}fﬂ .
Z + IEncg,(x) P

e (-Locality: any bit &; depends on a (fized) size-£ subset S; of the bits of x. (typically, we’ll be interested
in small £, say constant or logarithmic).

Remark: the above definition may come in different colors and flavors, mostly with respect to what it
means for the encoding to be simple. Above we only asked that the input encoding is local in the input z.
A somewhat more common requirement is that the entire encoding process (function and input together) is
local in the input and key. (See further details in [Appl1].)

Semi-Honest Computation from Garbled Circuits. Before we see how to construct them, let’s see
how to construct constant-round semi-honest two-party protocols.

Claim 3.2. Let £ = O(logn). Assuming a garbling scheme with locality £ and a (1,2°)-OT, there exists a
constant-round two-party semi-honestly-secure protocol.

Proof Sketch. We’ll sketch the protocol.
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Protocol (4, B) for Computing f:
1. A samples a secret key sk < {0,1}™. It then encodes the circuit f < CEncg:(f), and sends f to B.

2. The parties jointly compute an encoding Z of their inputs x = (a,b). Specifically, for each bit &; they
run an OT-based protocol where A inputs (sk, a) and Bob inputs the ¢-size subset of relevant bits b|g, .
The protocols are ran in parallel.

Simulating the view of A is done by running the sender simulator for the OT-based protocols. Simulating the
view of B is done by first running the simulator STM (f(a,b), f) for the garbling scheme to obtain simulated
Z, f, and then using the receiver simulator with the corresponding output . O
Yao’s Garbled Circuit. The first garbling scheme was proposed by Yao.

Theorem 3.3 ([Yao86]). Assuming OWFs, there exists a circuit garbling scheme with locality 1.

Proof. We shall describe the scheme. We’ll assume for simplicity that we have a secret-key encryption scheme
(E, D) such that for any two keys k # k' and any message m, it holds that Dy (Ex(m)) = L. We'll explain
later how to remove this assumption.

e For every wire w in the circuit, sample two secret keys kU, k1. Every secret key for the garbling scheme
consists of all such wire keys sk = {k?w kllu}w.

e Lor every gate g with input wires «, 8 and output wire v, we create a table T, of encryptions:

Ero (Ekg (k/,g(o,o)))
Eyg (Egy (k1))
gy (Ego (k7))
Egy (B (k1))

we then permute the rows of T, at random and denote the permuted table by f g- The encoding f

consists of all permuted tables {T g} as well as a mapping (b — k:g)b for the output wire o.
g

e An encoding & of an input x consists of the keys {k]*} corresponding to the input wires 1,...,|z|.
e To evaluate f , &, we can learn for each wire w exactly one key kz,(w) corresponding to the value v(w)

of this wire in the computation. This is done all the way to the output, where we can map the final
key to the output bit.

Simulation. To show that the privacy requirement holds, we’ll describe the corresponding simulator

SIM(f, f(x)):

e For every wire w in the circuit, STM samples two secret keys k¥ kL.

e For every gate g with input wires «, 8 and output wire v, in contrast to the original table, STM creates
a table T, where a single output key is encrypted in all entries, regardless of the gate:

B (Eo (k9)
Fua (B (1))
Fus (B (1))
By (Ep (K9))
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One exception is the output gate o where SIM encrypts in every row the key kg @

the right output. STM then permutes the rows of T, as before.

corresponding to

e An encoding Z of an input x consists of the keys {k‘?} corresponding to the input wires 1,...,|z|.
e The encoding f consists of all permuted tables {Tg} and the mapping (b — klo’)b.
g

The validity of the simulator is proven by a hybrid argument. Let d be the number of layers in the circuit. For
fori € {0,...,d}, in Hybrid H;, for any gate g in layer ¢ with output wire w, the table of encryptions encrypts
in each one of the four rows the secret key kﬂ,(w) corresponding to the true value v(w) of the computation
f(z) on the wire w. All garbled tables in layers 0,...,7 — 1 are simulated — they always encrypt the zero
key. All tables in layers i + 1,...,n are generated as in a real garbled circuit — they encrypt different keys
in each row corresponding to the computation of a gate. Note that Hy corresponds to a real garbling and
H, corresponds to a simulated garbling.

To move from H; to H;y; we consider an intermediate hybrid H; ;.1 where the garbled tables in layer
i+ 1 are changed to be as in hybrid H;y; — namely all four encryptions encode the key corresponding to
the true value v(w), instead of different keys corresponding to the computation.

The indistinguishability between H; and H;,; follows by the security of encryption. Crucially in H;,
the encrypted keys to be used in the next layer all correspond to the true value v(w), and the key k}v_v(w)
is not in the adversary’s view. Thus we can use the security of these keys to change the garbled tables in
layer ¢ + 1. The indistinguishability of H; ;1 and H,1; is completely information theoretic (it is basically a
change of names).

O
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